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[PT]

O Logicalis EMEA CSIRT respeita o Traffic Light Protocol (TLP) no que toca a classificacao da informacgao
no ambito da sua atividade CSIRT, definindo como, quando e com quem a informacao pode ser partilhada.

Abaixo, sao apresentadas as diferentes classificacdes da documentacao do Logicalis EMEA CSIRT.
[EN]

The Logicalis EMEA CSIRT follows the Traffic Light Protocol (TLP) for the classification of information within
the scope of its CSIRT activities, defining how, when and with whom information may be shared.

Below are the different classification levels applied to Logicalis EMEA CSIRT documentation and
information.

Classificac&o / Classification Descricédo / Description

_ [PT] Somente para os olhos e ouvidos dos individuos destinatarios, ndo sendo possivel
qualquer partilha. Utilizado quando nao é possivel atuar sobre a informagdo sem
colocar em risco significativo a privacidade, reputagcao ou operagdes das organizagoes
envolvidas. Os destinatarios nao podem partilhar informagdes TLP:RED com mais
ninguém.

[EN] Information is restricted to the named recipients only. It must not be shared or
disseminated further under any circumstances. TLP:RED is used when disclosure
could cause a significant risk to the privacy, reputation or operations of the
organizations or individuals involved. Recipients must not share TLP:RED information
with anyone else.

LP:AMBER [PT] Divulgagao limitada. Os destinatarios s6 podem disseminar a informagao para

agueles que necessitam de saber (need to know basis) dentro da sua propria
organizagao e com os seus clientes. O restringe a partilha de
informagéo somente para a propria organizagado. Utilizado quando é necessario apoio
para agir de forma efetiva sobre a informacao, mas ainda assim ha riscos para a
privacidade, reputacdo ou operagdes das organizagdes envolvidas. Os destinatarios
podem partilhar informacgdes TLP:AMBER com membros da sua propria organizagao
e com os seus clientes, mas somente com agueles que necessitam de ter acesso a
informacéao (need to know basis) para proteger a sua organizagao e os seus clientes e
evitar danos continuos. Se o Logicalis EMEA CSIRT quiser restringir a partilha somente
a Logicalis, devera ser especificado TLPAMBER+STRICT.

[EN] Limited disclosure. Recipients may share the information strictly on a need-to-
know basis within their own organization and with their customers.
restricts information sharing exclusively to the recipient's own
organization. TLP:AMBER is used when information requires action or coordination,
but where disclosure could still pose risks to privacy, reputation or operations.
Recipients may share TLP:AMBER information only with those who need it to protect
their organization and their customers and to prevent further harm. If the Logicalis
EMEA CSIRT intends to restrict dissemination exclusively to Logicalis, this will be
explicitly indicated as TLP.AMBER+STRICT.

[W=Rei={==N [PT] Divulgagao limitada. Os destinatarios podem divulgar a informagao dentro da sua

comunidade. O TLP:GREEN ¢é wusado quando a informagao é Util para
consciencializagdo ou divulgagdo dentro da sua comunidade de ciberseguranca.
Contudo, a informagé&o ndo pode ser partilhada por meio de canais publicamente
acessiveis.

[EN] Limited disclosure. Recipients may share the information within their community.
TLP:GREEN is used when information is useful for awareness or defensive purposes
within the cybersecurity community, but must not be shared through publicly
accessible channels.

LP:CLEAR [PT] Sem limites de divulgacao, desde que respeitadas as regras de direitos de autor.

[EN] Unlimited disclosure. Information may be shared publicly without restriction,
provided that copyright rules are respected.


https://www.first.org/tlp/docs/v2/tlp-pt-br.pdf
https://www.first.org/tlp/docs/tlp-a4.pdf
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1. Informacao acerca deste documento / About this document
[PT]

Este documento descreve o Servico de Resposta a Incidentes de Segurancga da Informacao
da Logicalis Portugal, também designado por Logicalis EMEA CSIRT, de acordo com o RFC
2350.

[EN]

This document describes the Information Security Incident Response Service of Logicalis

Portugal, also referred to as the Logicalis EMEA CSIRT, in accordance with RFC 2350.

11 Data da Ultima Atualizacao / Date of Last Update
[PT]
Versdo 1.0 publicada em 2026/02/01.
[EN]

Version 1.0 published on 2026/02/01.

1.2 Listas de Distribui¢cao para notificagoes / Distribution Lists for Notifications
[PT]

Alteragdes a este documento sdo comunicadas para a equipa responsavel pelo Servigco de
Resposta a Incidentes de Seguranca da Informacao da Logicalis Portugal através do

endereco de email soc-csirt@pt.logicalis.com.

[EN]

Changes to this document are communicated to the team responsible for the Information
Security Incident Response Service of Logicalis Portugal via the email address soc-

csirt@pt.logicalis.com.
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1.3 Acesso a este Documento / Access to this Document
[PT]

A versdo atualizada desde documento, em portugués e inglés, estad disponivel em

https://www.pt.logicalis.com/rfc-2350/

[EN]
The current version of this document, in Portuguese and English, is available at:

https://www.pt.logicalis.com/rfc-2350/

1.4 Autenticidade deste Documento / Authenticity of this Document
[PT]
Este documento esta assinado com a chave PGP do Logicalis EMEA CSIRT.
[EN]

This document is signed with the PGP key of the Logicalis EMEA CSIRT.

1.5 Identificacao do Documento / Document Identification

Titulo / Title RFC2350 Logicalis EMEA CSIRT

Versao / Version 1.0

Data / Date 15/01/2026

Validade / Expiration [PT] Este documento é valido até ser substituido por uma

versao mais recente.

[EN] This document is valid until replaced by a more recent

version.

V10 © Logicalis 2026 |


https://www.pt.logicalis.com/rfc-2350/
https://www.pt.logicalis.com/rfc-2350/

Logicalis EMEA CSIRT RFC2350 TLP:CLEAR

2. Informacao de Contacto / Contact Information

2.1 Nome da Equipa / Team Name

Logicalis EMEA CSIRT

2.2 Enderecgo Postal / Postal Address
Logicalis EMEA CSIRT
Logicalis Portugal
Lagoas Park, Ed. 5, Torre A, Piso 5

2740-265 Porto Salvo, Portugal

2.3 Zona Horaria / Time Zone

Portugal/WEST (GMT+0, GMT+1 em horario de verdo / daylight saving time)

2.4 Telefone / Telephone

+351 214 702 135 24X7

25 Fax
[PT] Nao disponivel.

[EN] Not available.

2.6 Outras Telecomunicacgoes / Other Telecommunications
[PT]

Os utilizadores internos da Logicalis e os utilizadores externos registados (clientes e/ou
parceiros) poderdo utilizar a plataforma de gestdo de incidentes de segurancga da informacao
do Logicalis EMEA CSIRT disponivel em:

V10 © Logicalis 2026 P»3



Logicalis EMEA CSIRT RFC2350 TLP:CLEAR

https://Isoc.atlassian.net/servicedesk/customer/portal/103

[EN]

Internal Logicalis users and registered external users (customers and/or partners) may use
the Information Security Incident Management platform of the Logicalis EMEA CSIRT

available at:

https://Isoc.atlassian.net/servicedesk/customer/portal/103

2.7 Enderecos de Correio Eletronico / Email Addresses

soc-csirt@pt.logicalis.com

2.8 Chaves Publicas e Informacao de Cifra / Public Keys and Encryption

Information
PGP Key ID 0x948D94903F86c0D5F
PGP Fingerprint 2589 9D5B 2B36 F5FF E2CC FE2C 948D 9490 3F86 OD5F
PGP Key Type RSA 4096 bits
PGP Key Expiration 2028-02-02
PGP Public Key URL https://www.pt.logicalis.com/pgp/logicalis-emea-csirt.asc

2.9 Membros da Equipa / Team Members
[PT]
Coordenacao: Artur Martins / Edgar Coutinho
A informagao sobre os restantes membros da equipa esta disponivel por solicitagao.
[EN]
Coordination: Artur Martins / Edgar Coutinho

Information regarding other team members is available upon request.
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2.10 Outra Informagao / Other Information
[PT]

Mais informacdes relativas ao Logicalis EMEA CSIRT podem ser encontradas em

https://pt.logicalis.com/csirt/

[EN]

Further information regarding the Logicalis EMEA CSIRT can be found at:

https://pt.logicalis.com/csirt/

2.11 Meios de Contacto para Utilizadores / User Contact Channels
[PT]

Estao disponiveis os meios de contacto indicados em 2.2,2.4,2.6e 2.7.

[EN]

The contact channels listed in sections 2.2, 2.4, 2.6 and 2.7 are available to users.
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3. Guiao / Charter

3.1 Missao / Mission
[PT]

O Logicalis EMEA CSIRT é a Equipa de Resposta a Incidentes de Seguranca da Informacgado da
Logicalis Portugal. E responsavel pela gestdo e entrega do SOC interno da Logicalis Portugal
e dos servigos proporcionados aos seus clientes e parceiros, aos niveis de Cyber Threat
Intelligence (CTI), Security Operations Center (SOC), Resposta a Incidentes Criticos, Analise

Forense Digital e Offensive Security.

A missao do Logicalis EMEA CSIRT € a de proteger a informacao e reagir a incidentes da
Logicalis Portugal e dos seus clientes (Protect & Respond), no contexto da sua constituicao,
articulando processos € comunicagao entre entidades, promovendo uma cultura de

seguranca e reduzindo o ciber risco.
[EN]

The Logicalis EMEA CSIRT is the Information Security Incident Response Team of Logicalis
Portugal. It is responsible for the management and delivery of the internal SOC of Logicalis
Portugal and the services provided to its customers and partners, including Cyber Threat
Intelligence (CTI), Security Operations Center (SOC), Critical Incident Response, Digital

Forensic Analysis and Offensive Security.

The mission of the Logicalis EMEA CSIRT is to protect information and respond to incidents
affecting Logicalis Portugal and its customers (Protect & Respond), within the scope of its
mandate, coordinating processes and communication between entities, promoting a

security culture and reducing cyber risk.

3.2 Comunidade Servida / Constituency
[PT]

O Logicalis EMEA CSIRT monitoriza, deteta e responde a incidentes de Seguranca da

Informacao de:

e Ativos de informacao que constituem a infraestrutura da Logicalis Portugal,

nomeadamente:

o Ativos sob monitorizagcao do Logicalis EMEA SOC,

V10 © Logicalis 2026 | X3



Logicalis EMEA CSIRT RFC2350

o O enderecamento publico residente em:

" 62.28156.64
" 622821146
= 8190.4894 e
o Osdominios:
= ptlogicalis.com
= Q3o.logicalis.com
= cilnet.pt
= cilnet.onmicrosoft.com

» ptlogicalis.onmicrosoft.com

TLP:CLEAR

e Ativos de informacao nos dominios de monitorizacao contratados pelos seus clientes

e parceiros ao Logicalis EMEA SOC.

[EN]

The Logicalis EMEA CSIRT monitors, detects and responds to Information Security incidents

affecting:

e Information assets that constitute the infrastructure of Logicalis Portugal, namely:

o Assets under monitoring by the Logicalis EMEA SOC;

o Public IP address ranges:
" 62.28156.64
= 62.28211.46
=  81.90.48.94
o Domains:
= pt.logicalis.com
= Qao.logicalis.com
= cilnet.pt
= cilnet.onmicrosoft.com

= ptlogicalis.onmicrosoft.com

V10 © Logicalis 2026
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e Information assets within monitoring scopes contracted by customers and partners

of the Logicalis EMEA SOC.

3.3 Filiacao / Affiliation
[PT]

O Logicalis EMEA CSIRT é uma equipa na dependéncia da Logicalis Portugal, integrada na
unidade de Servicos de Seguranca, e parte integrante do Logicalis EMEA SOC.

[EN]

The Logicalis EMEA CSIRT operates under Logicalis Portugal, integrated within the Security
Services unit, and is an integral part of the Logicalis EMEA SOC.

3.4 Autoridade / Authority
[PT]

O Logicalis EMEA CSIRT atua sob autoridade do CISO e do Conselho de Administragdo da
Logicalis Portugal (para clientes internos) e pelos contratos em vigor (para clientes externos

e parceiros).
[EN]

The Logicalis EMEA CSIRT operates under the authority of the CISO and the Board of
Directors of Logicalis Portugal (for internal customers) and under the applicable contracts in

force (for external customers and partners).
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4. Politicas / Policies

4.1 Tipos de Incidente e Nivel de Suporte / Incident Types and Level of Support
[PT]

O Logicalis EMEA CSIRT responde a todas as categorias de incidentes de seguranca da
informacdo, decorrentes da taxonomia do Centro Nacional de Ciberseguranca (CNCS),

nomeadamente:
e Cddigo Malicioso
e Disponibilidade
e Recolha de Informacao
e Intrusao
e Tentativa de Intrusao
e Seguranca da Informacao
e Fraude
e Conteudo Abusivo
e Vulnerabilidade
e Outro

O nivel de suporte disponibilizado depende do tipo, severidade e ambito do ativo afetado,

sendo definido contratualmente com cada entidade constituinte.

Apds ingeridos em SIEM, os eventos detetados sdo alvo de uma identificagdo inteligente pela

plataforma de ticketing.

Essa identificagdo visa a movimentagao prioritaria ou nao, de cada ticket, tendo em

consideracao os requisitos definidos na fase de Modelo de Governo.

Dessa forma, os eventos confirmados a incidentes sao filtrados tendo em consideragao:
1- A taxonomia de classificagao do incidente;
2 — A sua criticidade;
3 — Por ineréncia dos dois pontos anteriores, a sua severidade.

Os incidentes sao classificados de S1 a S4, impactando os SLA's de servico contratados.

V10 © Logicalis 2026 PO
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[EN]

The Logicalis EMEA CSIRT responds to all categories of Information Security incidents, in
accordance with the taxonomy defined by the Portuguese National Cybersecurity Center

(CNCS), namely:
e Malware
e Availability
e Information Gathering
e Intrusion
e Attempted Intrusion
e Information Security
e Fraud
e Abusive Content
e Vulnerability
e Other

The level of support provided depends on the type, severity and scope of the affected asset

and is defined contractually with each constituent.

Once ingested into the SIEM, detected events are subject to intelligent identification through

the ticketing platform.

This identification aims to prioritize or deprioritize each ticket, taking into account the

requirements defined during the Governance Model phase.
Confirmed incidents are filtered considering:

1 - Incident classification taxonomy;

2 - Asset criticality;

3 - Resulting incident severity.

Incidents are classified from S1to S4, impacting the contracted service SLAs.
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4.2 Cooperagao, Interagao e Partilha de Informagao / Cooperation, Interaction and

Information Sharing
[PT]

A politica de privacidade da Logicalis Portugal, e consequentemente do Logicalis EMEA
CSIRT, pressupde que informacao sensivel sé é partilhada com terceiros com a autorizacao

do individuo ou entidade que seja proprietario dessa informacgao.
Aplicam-se as classificacdes TLP na partilha da informacao.
[EN]

The privacy policy of Logicalis Portugal, and consequently of the Logicalis EMEA CSIRT,
assumes that sensitive information is only shared with third parties with the authorization of

the individual or entity that owns the information.

Traffic Light Protocol (TLP) classifications apply to information sharing.

4.3 Comunicagao e Autenticagcao / Communication and Authentication
[PT]

Dos meios de comunicagao disponibilizados pelo Logicalis EMEA CSIRT, o telefone e o correio
eletrénico nao cifrado sao considerados suficientes para a transmissao de informacgao nao

sensivel. Para a transmissao de informacao sensivel recomenda-se o uso de cifra PGP.
[EN]

Among the communication channels provided by the Logicalis EMEA CSIRT, telephone and

unencrypted email are considered sufficient for transmitting non-sensitive information.

For the transmission of sensitive information, the use of PGP encryption is recommended.

V10 © Logicalis 2026 L 3
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5. Servigos / Services

[PT]

O Logicalis EMEA CSIRT disponibiliza os seguintes servicos aos seus constituintes.
[EN]

The Logicalis EMEA CSIRT provides the following services to its constituents.

5.1 Cyber Threat Intelligence
[PT]

Recolha, analise e disseminacao de informacao sobre ameacas relevantes, com o objetivo de

apoiar a detecao precoce, a prevencao € a resposta a incidentes de seguranca.

Inclui a monitorizacao de ameacas, campanhas ativas, indicadores de compromisso (IOC) e

indicadores de risco (loR), bem como o apoio a tomada de decisao.
[EN]

Collection, analysis and dissemination of threat intelligence to support early detection,

prevention and response to security incidents.

Includes monitoring of threats, active campaigns, Indicators of Compromise (IOC) and

Indicators of Risk (IoR), as well as decision-support activities.

5.2 Monitorizacgao, Detecao e Resposta a Incidentes / Monitoring, Detection and
Incident Response

[PT]

Monitorizagao continua de ativos de informacdo, detegcao de eventos e incidentes de

segurancga, analise técnica e resposta inicial, de acordo com os niveis de servigco contratados.
Inclui triagem, classificagao, contencao e apoio a erradicagao de incidentes.
[EN]

Continuous monitoring of information assets, detection of security events and incidents,

technical analysis and initial response, in accordance with contracted service levels.

Includes triage, classification, containment and support for incident eradication.
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5.3 Coordenacao de Resposta a Incidentes / Incident Response Coordination
[PT]

Coordenacao da resposta a incidentes de segurancga, atuando como ponto central de

contacto entre as partes envolvidas.

Inclui apoio a comunicagdo, articulagdo com entidades internas e externas, e

acompanhamento do ciclo de vida do incidente até a sua resolucdo.
[EN]

Coordination of security incident response activities, acting as a central point of contact

between involved parties.

Includes communication support, coordination with internal and external entities, and

tracking of the incident lifecycle until resolution.

5.4 Analise Forense Digital / Digital Forensics Analysis
[PT]

Realizacao de analises forenses digitais a sistemas, aplicagcdes e dados, com o objetivo de

identificar causas, impactos e evidéncias associadas a incidentes de seguranca.

As atividades sao executadas de acordo com boas praticas de cadeia de custédia e

metodologias reconhecidas.
[EN]

Execution of digital forensic analysis on systems, applications and data to identify causes,

impacts and evidence related to security incidents.

Activities are performed in accordance with chain-of-custody best practices and recognized

methodologies.

5.5 Offensive Security
[PT]

Execucao de atividades controladas de seguranca ofensiva, incluindo testes de intrusao,
exercicios de Red Team e Purple Team, com o objetivo de avaliar a postura de seguranga e

melhorar as capacidades de detegao e resposta.

[EN]
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Execution of controlled offensive security activities, including penetration testing, Red Team
and Purple Team exercises, aimed at assessing security posture and improving detection and

response capabilities.

6. Formularios de Resposta a Incidentes / Incident Response Forms
[PT]

Os utilizadores internos (Logicalis) e os clientes dos servicos de monitorizagao, detecdo e

resposta a incidentes, poderao utilizar o formulario referido em 2.6.

Individuos ou Entidades sem vinculo ao Logicalis EMEA SOC, deverao utilizar o email soc-

csirt@pt.logicalis.com, nao existindo neste caso qualquer formulario pré-definido.

[EN]

Internal users (Logicalis) and customers of monitoring, detection and incident response

services may use the form referenced in section 2.6.

Individuals or entities without a contractual relationship with the Logicalis EMEA SOC must

use the email address soc-csirt@pt.logicalis.com, in which case no predefined form is

available.

7. Isencao de Responsabilidades / Disclaimer
[PT]

Embora sejam tomadas todas as precaugdes na preparagao das informacgdes, notificagdes e
alertas, o Logicalis EMEA CSIRT nao assume qualquer responsabilidade por erros ou

omissdes, nem por danos resultantes da utilizagdo da informacao disponibilizada.
[EN]

Although all precautions are taken in the preparation of information, notifications and alerts,
the Logicalis EMEA CSIRT assumes no responsibility for errors or omissions, nor for damages

resulting from the use of the information provided.
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